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An extra layer of security protects every person and every
business.
If you’re in the computer business, you’re immediately familiar with the
acronym “MFA.” If not, you’ve probably heard the term “multi-factor
authentication” at some point. You might have had to take part in multifactor authentication the last time you logged in at work, for example.
It’s a simple method for confirming that you are who you say you are
online. A single authentication, like typing in your username and
password, is a good place to start when you’re trying to get to your bank
or your school. But passwords can be guessed. A second line of defense is
essential.

Simple techniques
There are all kinds of authentication techniques available: I use one that
texts a short string of numbers to my phone, which I then have to type to
log in. Another gives me a code from an app, and if I don’t type quickly
enough the code is replaced by another one (it happens instantaneously,
so I can just wait a few seconds to get the next code).
I haven’t used these ones yet, but they’re authentication types too:
selecting “Approve” or “Decline” when a pop-up appears on your device
before you can go forward, and a phone call instead of a text message
that asks you to press the # key or just hang up.

The idea is to combine two different things: something you know (your
password) and something you have (like your phone). It’s possible a
hacker could steal your password or your phone; it’s less likely they’ll
have both to use to break into your bank account.

Be cautious
MFA is an extra layer of security for the things you do online and your
electronic devices. And just like everything you do online, you need to be
careful. If you receive an MFA code you’re not expecting (as in, you
didn’t request it just moments before), delete it! Confirming just one
code can expose your device or system to someone who shouldn’t have
access to it.
Once you’ve typed in a code from a text message, delete the text message.
There’s no need for anyone else to see the code, and it will expire after
you use it, so you don’t have a reason to hang on to it, either.

Secure systems like those for your bank often have MFA in place. So do
other sources of personal information, like an email account. It’s a good
idea to opt into MFA whenever possible. Sure, it’s an extra step to log in,
but the security in place for you is definitely worth it.
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