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LOCAL BUSINESSES OFFER TACTICS AGAINST

RANSOMWARE
BY ANDREW DOMINO

WannaCry, the computer malware that affected
some 150 nations in May, has mostly been
contained. But the threat it poses to computer
systems everywhere is something business
owners of every size need to remember,
computer experts say.
Though it’s often referred to as a computer
virus, malware includes not only actual
viruses but other types of programs that copy
themselves inside a computer, editing or deleting
files already on that machine, and then are
transferring to other computers through the
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Internet. WannaCry is ransomware: malware
that encrypts a computer so none of its programs
can be accessed without paying the WannaCry
instigators several thousand dollars. The price
from the recent attack doubled after three days.
Ransomware struck several high-profile victims,
mainly in Asia and Europe, including the
National Health Service in the United Kingdom
and a phone company in Spain. The ransom itself
was requested in Bitcoins, an electronic form of
money that isn’t officially recognized as legal
currency but can be estimated anywhere from
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$1,000 to $2,000 or more per Bitcoin due to
extreme fluctuations in value. If the ransom isn’t
paid, all the data on the computer will simply
become unavailable or severely damaged.
Dan Williamson, owner of PC Perfect, a
computer repair shop in Lansing, said part of
his daily routine is to check a mailing list sent
by us-cert.gov, a Department of Homeland
Security branch specializing in computer
crime. It lists exploits and vulnerabilities in
software, identifying computer code that can be
improved upon to prevent intruders, seiged by

NEWS

“HACKERS WILL GO FOR AN EASY TARGET.
SMALL BUSINESSES DON’T HAVE A LOT OF CUSTOMERS,
BUT THEY STILL HAVE CREDIT CARD INFORMATION.”
Don Cornish, chief information security officer at Dewpoint in Lansing
vandals. Computer companies like Microsoft
regularly issue new versions of software with the
vulnerabilities removed. Williamson called it a
“cat-and-mouse game,” since malware creators
are looking for exploits as quickly as companies
are revising software to shut them down.

recipes. Clicking on those images could lead to a
legitimate site, but it could also increase exposure
to malware. The better option isn’t to click on an
image; instead, look for something directly by
entering a word or phrase in a search engine such
as Google.

There’s no guarantee that a computer hit with
ransomware will be unlocked and available for
use again, even after paying a ransom. So, the
best solution is to block malware before it ever
gets into a computer, and that requires a twopronged approach.

Employees aren’t likely to be spending a
lot of time on recipe websites, but they may
be somewhere else that manages account
information or similar content. In a 2015 report,
technology company Cisco found that in North,
Central and South America, the aviation industry
is five times as likely to be the target of malware
as other industries like telecommunications and
utilities. The increase in likelihood is because of
the access to personal, customer information and
other details on products shipped by air.

The first step is to consistently install patches
— updates and improvements to new versions
of operating software that Microsoft, Apple
and other companies provide to users. It may
be hard to tell what’s a legitimate update and
what is potentially malware, but users can head
to the company’s own website to download
updates, which will usually install automatically.
Microsoft offers Patch Tuesdays, the second and
occasionally fourth Tuesday of each month when
a new set of updates for Windows-based software
is released, downloaded and installed into a
user’s computer.
“If you can patch in a reasonable time frame —
one to two weeks at most — you’re cutting off
one of the main ways for malware to get in,” said
Don Cornish, chief information security officer at
Dewpoint in Lansing.
The second step is to use computers wisely.
Williamson suggested only clicking on websites
that are appropriate for business and asking a
computer professional about any suspicious
content that appears on the screen. In many
cases, malware creators disguise their programs
as friendly messages, ones that computer users
would never think of as dangerous.
“Recipe websites are a big one, where I see
viruses appear,” Williamson said. The recipe
and ingredient list are only one part of what’s on
the screen on a food-related website; the rest is
advertising or what appear to be links to other

“Hackers will go for an easy target,” Cornish said.
“Small businesses don’t have a lot of customers,
but they still have credit card information.”
Cornish also said Dewpoint consults with as
many as six companies on their security. One
business had a user who clicked on a link that
triggered malware, moving from that user’s
computer into the online space where all the
company’s files were stored. Dewpoint was able
to remove the malware and save the files, but
Cornish said it was an example of how damage
to one computer can spread to many others in a
matter of moments.
Williamson said there’s no official set of
guidelines for preventing viruses or ransomware,
but he does have several recommendations,
starting with having multiple backups.
Convenient backup locations are both online on
trustworthy, third-party websites. It also doesn’t
hurt to save another version on a hard drive
specifically devoted to backups. Both backups
can be set to save additional information every
day, even immediately after saving a file. If a
computer is damaged by malware, the essential
information will be available to download from
the third-party site or the hard drive.

Cornish suggested practicing the recovery of
data, so that staff know where to find the online
and “hard copy” backups, and how to reinstall
them along with the latest software.
“If you are compromised, it’s almost impossible
to guarantee everything is back to normal,” he
said. “It’s usually better to start from scratch.”
Symantec, the company behind Norton antivirus software, recommends several methods of
staying protected from malware attacks:
Use reputable antivirus software and a firewall.
A computer professional can help identify the
best software for your system.
Back up often. Save your documents, images
and other data to an online backup service and a
separate drive, so less will be lost if you do have
to restart.
Enable your pop-up blocker. Check your Internet
browser’s settings to make sure pop-up ads are
prevented from appearing.
Exercise caution. If you’re unsure of a link or
website you’re about to click on, ask a computer
professional or use other protected computers to
research the link.
Disconnect from the Internet. As soon as a
ransomware threat appears on your screen, turn
off your computer so data can’t be transmitted
to criminals, and you can contain the malware.
Alert authorities. The FBI is the lead agency
investigating online crimes, including ransomware.
Andrew Domino writes about
finance, culture and hobbies for
publications in Lansing, across the
U.S. and online. He was surprised
to learn how often software is
patched and resolves to back up
his own computer more regularly. Andrew is also
a freelance writer and blogger, bridging the gap
between “nerds” and the rest of the world. You can
see more of his writing at www.dominowriting.com.
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